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Outline

» The landscape of automotive vulnerabilities
 Real-time requirements of automotive requirement

» Explore RISC-V security components from real-time:
« Memory isolations
« Interrupts isolations

« AndeSentry automotive secure framework
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ASIL and Real-time Response

 What is ASIL?

« Automotive Safety Integrity Levels classify the safety requirements of
vehicle systems.

* Levels range from ASIL-A (lowest risk) to ASIL-D (highest risk).

« Why Real-Time Response Matters?

» Predictability & Reliability: Automotive systems must operate within defined
timeframes.

 Error Detection & Recovery: Quick responses help identify and correct faults
before they escalate.

 Driver Assistance: Functions like Lane Departure Warning (LDW) and
Adaptive Cruise Control (ACC) rely on real-time data.

« System Coordination: Real-time communication ensures different vehicle
components work in sync.
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Page-based Memory Isolation

« MMU:
* First-stage address translation:
 Used by OS - isolate OS and its user applications
» Second-stage address translation:

« Used by Hypervisor = isolate Hypervisor and its
Oses

« TLB is cache of tree-structured page tables

« A TLB miss could cause multiple TLB misses in
worst case, and these TLB missies could cause
more.

»Such a large uncertainty is not preferred over a
stringent real-time requirement.

* XMPT:
A page table based physical memory protection, that
Arpes is, it is also TLB-based.
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AndeSentry Automotive Secure
Collaboration Framework
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Example AndeSentry Automotive
Secure Platform Framework

 AX46MPV-SE: Hart-0 Hart-m Hart-n2
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« TOPMP: Linux TEE OS
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» Device access isolation
« AIA: (IMSIC + APLIC)
« Secure Module (by partners):

H-mode-less Virtualization (M-mode)
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